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Influencer marketing has become one of the fastest-growing marketing channels 
trumping organic search, paid search, and email marketing, according to Tomoson.1 
Marketers and brands recognize the world is quickly becoming more technologically 
advanced, and they do what they can to keep up with the latest and most effective 
platforms and channels in marketing. Those smart enough to take advantage of this 
successful and growing marketing channel also need to be conscious of the risks that 
accompany it, such as fraudulent influencers whose following is mostly comprised of 
fake accounts and bots. Working with fake influencers can be extremely damaging to 
a brand’s campaign because they pay an influencer based on the number of followers 
they have, and as a result of having fake followers, these fake influencers don’t deliver 
real results.
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Introduction 
Why is influencer marketing so effective? 

It’s becoming more and more difficult to convince people to buy into the idea of a product or  
service through traditional digital advertising. Consumers are continuously bombarded with ad 
pop-ups on websites, auto-playing ads on videos, product placements, and celebrity  
endorsements at every turn, which over time, can feel overwhelming and tiresome. This makes 
influencers all the more desirable. According to a joint study by Twitter and Annalect, an analytics 
firm, around 40 per cent of respondents said they’ve purchased an item online after seeing it used 
by an influencer.2  This is an impressive statistic considering how much the nature of advertising 
has evolved and how consumers feel toward it. The textbook, Influencer Marketing Who Really  
Influences Your Customers? by Duncan Brown and Nick Haye, provides a historical perspective on 
the topic of consumers becoming smarter shoppers. “We’ve become a race of far more  
independent thinkers than we previously were.” 3 

What to watch out for: 

Marketers and brands looking to work with influencers for the first time need to be prepared to 
identify red flags of a fraudulent influencer without the help of authorities and the big social media 
platforms. A general lack of knowledge, research, and legal authority around the purchasing of fake 
followers among influencers make businesses and marketers vulnerable to influencer fraud.

If you’re considering influencer marketing or are interested in this topic, this white paper can help 
you navigate influencer relationships so your brand or business can harness the full value of  
influencer marketing while avoiding becoming a victim of influencer fraud. Learn safe practices  
for influencer marketing and how to identify fraudulent influencers.

1



Part 1       What is a Social Media Influencer?

The first step to avoiding influencer fraud is understanding the industry and what constitutes 
an influencer. Influencer marketing has grown from a $500 million market in 2015 to a projected 
$5-10 billion market in 2020, according to a study by Mediakix.5  That’s an increase of over $4-9 
billion in just a little over five years. The industry is proliferating, leaving little time for research 
and opening up brands and businesses to mistakes.

A social media influencer is a 
user on a platform that has  
accumulated a large following 
based on their credibility in a 
niche. They have access to a  
loyal fan-base who can be  
persuaded to act based on  
recommendations. Brands 
collaborate with social media 
influencers to generate awareness for a product or service in a way that traditional advertising 
can’t. Consumers trust their friends and people they admire more than a brand that is selling a 
product or service. An influencer’s relatability and acquired trust make them highly desirable to 
brands looking to reach a specific target audience.

According to Business Insider  
Intelligence estimates, based 
on Mediakix data, brands are 
set to spend up to $15 billion 
on influencer marketing by 
2022, up from as much as  
$8 billion in 2019.7

Social media influencers by size and scope:

Influencer marketing can be quite costly. Understanding the scope of how expensive it can 
get may help you become more cautious and strategic when choosing influencers to work 
with. When considering influencer marketing, there are specific variables that can affect the 
price: the number of followers the influencer has, the kind of relationship the influencer has 
with their audience, and the niche that the influencer exists within. 
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There is no definitive pricing model to go off of when working with influencers. Brands and  
influencers often negotiate renumeration privately. However, full-service digital marketing  
agencies like WebFX with over 40 in-house influencers can offer some insight into pricing.8   
On average, these are the pricing charges per social media platform:

Micro-Influencers (10,000-100,000 followers)
Power Digital Marketing suggest working with micro-influencers if you have never worked with 
an influencer before. This is a good place to start because micro-influencers reportedly have the 
highest brand relevance and resonance on the spectrum of influencers. This tier is most likely to 
have personal experience with the brand they associate themselves with, which provides a more 
authentic sell to their followers. A study by Markerly10 found that as an influencer’s number of 
followers increases, their rate of engagement decreases. Their research showed that influencers 
with 1,000 followers or less typically gain likes on their posts 8 per cent of the time, whereas  
users with a larger following of more than 100,000 receive only 1.6 per cent likes most of the 
time. 

Mid-Tier Influencers (100,000-500,000 followers)
Mid-tier influencers are the most likely to partner with brands they are most passionate about, 
making them great brand ambassadors. This tier of influencers has a large following with a  
particularly high engagement rate, which is favourable for brands because it means higher reach 
and real engagement. 

Macro-Influencers (500,000-1,000,000 followers)
Macro-influencers, considered social media superstars, are the last tier that consistently engages 
with their audience. This influencer is typically verified, confirming that their profile is real.

Celebrity Influencers (5,000,000+ followers)
Celebrity influencers have the highest reach  — driven by their celebrity status — but they also 
have the lowest engagement rate because of the sheer volume of engagement per post. This 
tier of influencer come across as least authentic. Followers may doubt their experience with, or 
passion for, a brand. Most of their followers follow them because of their status, not because of 
their trustworthiness.

Power Digital Marketing, a digital agency, categorizes  
influencers into four different tiers based on size.9  These tiers 
can be broken down even further — giving even the smallest 
influencers with under 5,000 followers a name. Knowing what 
to call an influencer based on how many followers  they have is a 
minute detail in the grand scheme of things because tier names 
can vastly vary depending on whom you talk to. But knowing what 
kind of relationships influencers have with their audience based on 
the number of followers they have can  
give brands a starting point: 
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Part 2       What is social media influencer fraud?

Influencer fraud is when an individual agrees to work with and is paid by a brand based on 
how many followers they have. This becomes fraud when the “influencer’s” following is mostly 
comprised of fake accounts and bots, which means the brand is not getting access to genuine 
followers to advance their marketing goals.

Fraudulent Influencers:  
 
A fraudulent influencer may seem just like any other influencer since they post similar content. 
The only telling factor of a fraudulent influencer is the lack of real followers and engagement. 
There are a number of factors that determine how much an  
influencer should be paid, but the most common is the size of  
their audience, which means that, if an influencer acquires fake  
followers, brands are paying extra to reach people who don’t exist.

The problem of influencer fraud is a result of three things:  
fraudulent individuals, brands naivety or lack of due diligence,  
and insufficient regulations and laws.
 

Because influencer fraud has only recently become an issue for marketers and brands, the definition 
of a fraudulent influencer varies. Margaux Kitsch, the owner of whatMwore, a popular body-inclusive 
consignment company in Winnipeg, Manitoba, has had some experience in working with fraudulent 
influencers, but her definition has nothing to do with fake followers. “I’ve worked with girls in the 
past that presented one way online and ended up being someone entirely different in person  
— it’s so easy to fake success online, aside from fake followers.”

She admits that at the beginning of employing influencers, her screening process was incredibly 
surface level as she was only looking for attractive girls, with a decent following and a lot of ‘likes’ on 
Instagram. This proved to be inadequate as these influencers were flaky and inconsistent with their 
agreements. “I had one girl not post for a month after I paid her for a job.” says Margaux. 

After much frustration, she decided to take looks and likes out of the equation entirely. Now,  
Margaux looks for like-minded individuals who best align with her brand and add value to her  
company. After making these changes, she saw a better return on investment because these  
individuals kept their word, posted in a timely manner, and reached a better audience.

Margaux says that fake followers shouldn’t be the only danger on your radar when looking for an 
influencer. She advises interviewing an influencer the same way you would interview a potential 
employee. The way people can make themselves sound better on their resume is similar to what an 
influencer can do online. Ask them for references from brands they’ve worked with to see if they are 
capable of delivering and always have a contract in place that holds them accountable. 

Other Influencer Problems  – Margaux Kitsch 
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Besides fame online and gifts-in-kind from brands, the apparent factor driving people to become 
fraudulent influencers is the substantial amount of money they can make. The race to become a 
successful influencer is fierce. When an occupation is both desirable yet not entirely attainable for 
many people, a lack of ethics coupled with a lack 
of talent can lead some people to act  
unethically. You have the people who play fair, 
work hard, grow an honest following, and  
establish themselves as an expert within their 
niche. Then you have the people who cheat by 
purchasing fake followers and engagement to 
create the appearance of success. Organically 
building a large following on any social media 
platform takes time, and it also takes a large 
amount of effort and talent to create quality  
content that resonates with an audience.  
Unfortunately, some people don’t take the time  
to create content or build a genuine following.  

A major catalyst for this issue is the existence of 
sites and apps selling fake followers. A simple 
search on Google instantly reveals dozens of fully 
functioning sites openly selling followers. For 
someone wanting to become an influencer  
quickly, an established-looking site like Buzzoid 
can be very tempting. For instance, under Our  
Process on the home page, it reads, “Most  
individuals are totally unwilling to invest time 
into a profile that has little interaction. But if they 
see plenty of others interacting with your profile,  
they will be wondering why they are not doing 
the same.”  This is an easy sell for someone who 
has already been contemplating purchasing 
followers.

What makes becoming an influencer so desirable, and why are so many people willing to set aside 
their integrity to become one? 
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The first-ever lawsuit involving the sale of fake social media influence happened just recently in 
the U.S., in 2019.12  The U.S. Federal Trade Commission (FTC), a federal agency that protects  
consumers by regulating unfair, deceptive or fraudulent business practices, fined German Calas, 
Jr, who owned a company called Devumi (similar to the site Buzzoid) $2.5 million. In an interview 
with the Financial Times, Andrew Smith, director of the FTC’s bureau of consumer protection,  
stated, “Dishonesty in the online marketplace harms shoppers, as well as firms that play fair  
and square.” 

This lawsuit is a big step in the right direction, given the rise of influencer marketing. Brands are 
spending a lot of money to reach audiences through influencers, but for the partnerships to be 
successful and worth the investment, the influencers need to have real followers. Otherwise,  
you might as well be promoting your product or service to a brick wall. 

Major social platforms like Instagram seem to be taking matters into their own hands by  
working to eliminate fakes and cheats on their platform. In 2018, Instagram stated they’d be  
cracking down on fake followers gained through third-party apps by building machine learning 
tools to help identify accounts that use the third-party services and remove the inauthentic  
activity.13  This helps, but influencer fraud becoming a real legal concern could help combat this 
issue more promptly. 

Until more legal action takes place, brands need to continue to be responsible for working with 
influencers safely.

 

What about regulations and laws?

The only regulations that exist for influencer marketing are disclosure guidelines. In Canada, the  
Competition Bureau and Ad Standards have lengthy sections and rules on how influencer should  
disclose brand deals to the public, but not on whether or not purchasing followers is illegal. 
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Part 3       How to Protect Yourself from  
    Influencer Fraud

Disclosure: The tips listed are by no means exhaustive, and influencers that display 
some of the characteristics below may not always be fake.

These tips — all of which were compiled as a starting point to help you craft your own vetting 
process — are from a variety of experts within the industry, from well-known digital marketing 
agencies to a local Winnipeg influencer.

RED FLAGS FOR FAKE INFLUENCERS 

1. An unbalanced ratio of followers compared to engagement 

Unusually high or low engagement in relation to an influencer’s following may indicate that an 
influencer has bought fake engagement. Engagement can vary depending on the needs of your 
campaign, and you may not care about the ‘likes’ on a post as much as you would the ‘comments’ 
on a post because comments solicit more engagement and effort from a follower. Other types 
include shares, reactions, and views. 

According to Scrunch,14 an industry standard guideline for engagement is as 
follows:  

 Less than 1% = low engagement rate 
 Between 1% and 3.5% = average/good engagement rate 
 Between 3.5% and 6% = high engagement rate 
 Above 6% = very high engagement rate 

2. An unbalanced demographic

The first step is to ask the influencer for their audience insights, found under the insights tab on 
most social media platforms. This information can show you the places or countries an influencer’s 
following is most concentrated in. Look for odd audience demographics that don’t correlate with 
the influencer’s brand or country of origin. If the influencer is a Canadian blogger, the majority of 
their followers should be from Canada or the city they live in. If you see a scattered demographic 
and the influencer doesn’t have a high enough following to justify the strange ratio, this may be 
an indicator of fake followers. According to a report from Swedish e-commerce start-up A Good 
Company and data analytics firm HypeAuditor,15 the three markets with the highest number of 
bought followers, likes, and boosted engagement in the world are the following:

1. USA at 49 million
2. Brazil at 27 million
3. India at 16 million
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3. Spammy/irrelevant comments

The comments on a post can give away the authenticity of an influencer’s following. Look 
through a few photos and scan the comments for anything strange.

Irrelevance – e.g., if the influencer posts a picture of a dog, the comments should be related to 
the dog, anything else can be an indicator of purchased engagement.

Spam – generic comments are a dead giveaway like, “Wow!”, “Beautiful!”, “Love this look.” The 
use of too many emojis can also be an indicator of spam. Real comments are much more  
conversational.

You should see comments that are relevant to the influencer’s post or real conversations  
happening between the influencer and their audience, which can indicate real comments.  
This means the influencer has real engagement you can leverage.

TOOLS 

The best way brands can protect themselves from engaging with fake influencers and from  
becoming a victim of influencer fraud is to use existing tools to help verify an influencer before 
agreeing to work with them.
 

Agencies 
 
Influencer marketing agencies are helpful for brands looking to partner with influencers for the 
first time. These agencies typically have in-house influencers who can easily be matched to a 
brand base on values and goals. Brands can also trust that agencies have done their due diligence 
and wouldn’t recommend a fraudulent influencer to a client. They provide valuable assistance by 
walking a brand through every stage of the influencer marketing process, from talent searching, 
management, and analyzing and reporting on a campaign’s success. There are specialized  
agencies if you’re looking to get specific with a target audience, brand values, or a niche.
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HypeAuditor

Use the HypeAuditor tool to help you gauge the quality of an influencer’s audience. This is 
an efficient way to check the authenticity because it can differentiate between fake and real 
accounts. Type in the influencer’s handle and it will calculate the results. Once it’s finished, it 
will present you a percentage estimate of real and fake followers, and an average percentage 
and expected percentage on likes and comments in comparison to followers.

Consultants 

Consultants are similar to an agency where you have a third-party assisting you in the process of 
acquiring an influencer. But what makes marketing professionals different from agencies is they 
provide you with valuable insights from their access to powerful software that’s designed to  
identify fraudulent influencers. Consultants provide you with the knowledge and guidance to 
find, vet, and hire an influencer yourself.
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Winnipeg blogger, Julia Grubert Van Iderstine, started her blog The Bright Blonde in January 2018. 
She has since organically doubled her following and now has over 6,000 followers. 

Julia acknowledges the current state of the influencer industry and has noticed brands  
becoming more aware and cautious of fraud. The general process of signing a contract has a  
number of additional steps from when she started two years ago. She recognizes that a brand’s 
fear of hiring a fraudulent influencer is real, so she does everything in her power to make the 
vetting process between herself and a brand as efficient and productive as she can by providing 
all of her post insights, statistics, and follower insight upfront. 

Julia’s advice to brands looking to work with influencers for the first time: 

TIPS FROM A LOCAL INFLUENCER

Watch for influencers who are too agreeable
“I’ve gotten really good at saying no to brands,” says Julia. “It’s okay to say, no, this doesn’t 
feel like a good fit.” If you reach out to an influencer, and they instantly agree to partner  
with you without asking any questions, this can mean the influencer is either  
inexperienced or that they lack personal brand values.

Ask for their social media analytics
Julia suggests asking the influencer for screenshots of all of their insights and statistics  
on posts and followers. Providing a document with this information is not sufficient  
evidence, especially if you can’t meet the influencer in person. “I make sure to always  
include my name in the screenshot so that [the brand] can easily identify that these are 
my insights. It’s so easy for people to fake their stats,” says Julia. 

Take your time in the vetting process
Julia’s final piece of advice to brands looking to enter this marketing space is not to rush 
the process. “Take your time and ask as many questions as you need until you feel like 
you can trust me,” says Julia. It would help if you wanted to work with influencers that 
align with your brand based on values, not the number of followers they have. 
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Influencer marketing is here to stay. Brands are set to spend up to $15 billion on  
influencer marketing by 2022 despite the challenges involving fraud. When a brand is 
strategic in its vetting and marketing use, the payoff can be incredible. Influencers  
provide marketers a direct line to the people who would benefit most from their  
product or service, in comparison to traditional advertising like television or  
magazines that were designed to reach the masses.

Social media influencer fraud is a growing problem in an industry valued at over  
$5-10 billion. A survey conducted by Influencer Marketing Hub,16 revealed of the 800 
marketing agencies, brands, and other sector professionals surveyed, almost two-thirds 
of them had experienced influencer fraud. Since authenticity between an audience and 
an influencer is one of the biggest strengths and principles of influencer marketing, 
brands must not overlook this issue.

 

Brands are responsible for protecting themselves against falling victim to  
influencer fraud. Unfortunately, little progress has been made regarding regulations on 
fake followers. Most regulatory bodies — particularly the ones in Canada — are solely fo-
cused on influencer disclosure regulations and standards. This means that brands need to 
be extra cautious and extra educated on the matter because they don’t have authorities 
backing them yet. 
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Part 4       Key Takeaways
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